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1. Vision & Mission Statement

Vision Statement

To be a leading Cybersecurity Engineering program in Iraq and the region, recognized for academic
excellence, applied innovation, and impactful research that strengthens the security and resilience
of digital systems and critical infrastructure, while preparing highly qualified graduates who
contribute to national and global cyber defense.

Mission Statement

The Cybersecurity Engineering Program is committed to delivering rigorous, engineering-
driven education and training that integrates foundational computing, secure system
design, and modern cybersecurity practices. The program aims to:

Prepare competent and ethical cybersecurity engineers capable of designing,
building, and operating secure digital systems.

Develop strong analytical and practical skills in threat modeling, vulnerability
assessment, secure software and network engineering, digital forensics, and incident
response.

Promote research, innovation, and entrepreneurship to address real-world
cybersecurity challenges across government, industry, and critical sectors.

Strengthen partnerships with stakeholders to align learning outcomes with labor-
market needs and international professional standards.

Foster a culture of integrity, privacy protection, risk management, and lifelong
learning to support sustainable digital transformation.

Program Goals

Program Goals

Ensure graduates master fundamental and advanced concepts in biology aligned with
Iraqi higher education standards.

Develop research capabilities through modern laboratory training and field studies.



e Promote understanding of Iraq's rich biodiversity and environmental conservation
needs.

e Prepare students for postgraduate studies and professional careers in life sciences.

e Contribute to sustainable development through applied biological research.

3. Program Specification Overview

Program code: CEN11005 ECTS 4
Duration: 1 level, 1 Semester Method of Full Time
Attendance:

This course equips Cybersecurity Engineering students with a solid scientific foundation for
understanding the physical principles that underlie electrical and electronic systems used in
computing, communications, and security hardware. It begins with essential concepts of
physical quantities, units, measurement accuracy, vectors, and dimensional analysis to build
disciplined engineering reasoning. The course then covers electric charge and the structure
of matter, conservation of charge, and methods of charging bodies. Students study
electrostatic forces, electric fields, Coulomb’s law, field lines, electric dipoles, and electric
potential energy—core topics needed to interpret how devices behave at a fundamental
level. The curriculum continues with current electricity, resistance, and Ohm’s law, followed
by capacitors and their combinations, and an introduction to AC circuit behavior, including
inductive and capacitive reactance and basic circuit response. A key component of the
course is semiconductors: intrinsic and doped materials, charge carriers, PN junction theory,
diode characteristics, and practical diode-based applications such as rectification and
voltage regulation. Laboratory activities reinforce safe measurement, component testing,
and the connection between theory and real circuits.

Program code: CYE11006 ECTS 4
Duration: 1 level, 1 Semester Method of Full Time
Attendance:

This course is designed as “Biology for Engineers,” tailored to the needs of Cybersecurity
Engineering students, particularly in the area of biometrics and protection of
biological/biometric data. It introduces fundamental biological concepts that help students
understand why biometric traits can be unique, measurable, and security-relevant. The
course starts with basic biochemistry, water and biomolecules, then moves to cell structure,
membranes, and transport processes. Students learn about enzymes, energy
transformation, cellular respiration, and photosynthesis, followed by cell division and
inheritance principles. A central component is genetics and DNA: chromosome structure,
DNA replication, and the flow of information from DNA to proteins through transcription
and translation. These foundations are connected to real biometric modalities such as
fingerprints, iris/retina patterns, voice characteristics, gait, and behavioral biometrics (e.g.,
keystroke dynamics). The course also addresses variability, bias, and fairness considerations
in biometric systems. In addition, it emphasizes ethics, privacy, consent, and the security
implications of collecting, storing, and processing biometric data—highlighting risks such as
spoofing, template leakage, misuse, and identity permanence, and discussing engineering
approaches to reduce these risks.




Program code: CYE11007 ECTS 6

Duration: 1 level, 1 Semester Method of Full Time
Attendance:

Digital Logic Design is a foundational course that develops the digital thinking required to
understand and engineer hardware-based systems, embedded platforms, and low-level
computing components that underpin many cybersecurity applications. The course begins
with an introduction to digital electronics and how digital representation differs from analog
signals. Students learn number systems, base conversions, and binary arithmetic, which are
essential for understanding internal data representation and machine-level operations. The
course then covers logic gates, truth tables, and Boolean algebra, including key laws and
theorems used to model and simplify logic functions. A major emphasis is placed on
optimization through Karnaugh maps (K-Maps) to reduce circuit complexity, cost, and error
probability. Students design and analyze combinational circuits such as adders/subtractors,
multiplexers, decoders/encoders, and comparator structures. The course extends to
sequential logic: latches and flip-flops, registers, counters, finite-state concepts, and timing
considerations such as propagation delay and clocking behavior. Practical work typically
includes simulation, verification, and troubleshooting of circuits, helping students build
strong skills in systematic design and testing. The course also supports later cybersecurity
topics by strengthening understanding of hardware trust, embedded systems behavior, and
the foundations of secure hardware/software interaction.

Program code: CEN11004 ECTS 4
Duration: 1 level, 1 Semester Method of Full Time
Attendance:

Engineering Drawing develops the student’s ability to communicate technical ideas
precisely through standardized engineering graphics. Although cybersecurity is often
viewed as software-centric, cybersecurity engineers increasingly engage with devices, lab
environments, embedded systems, and physical infrastructure where accurate technical
documentation is essential. This course starts with drawing instruments and correct drafting
practices, followed by geometric constructions (lines, circles, tangency, polygons, and
curves) that build spatial reasoning and drafting discipline. Students learn technical
lettering, line conventions, and dimensioning rules according to recognized standards,
enabling drawings that can be interpreted consistently by others. The course then covers
orthographic projection—front, top, and side views—to represent three-dimensional
objects in two dimensions, and introduces isometric and perspective representations to
visualize components more effectively. Sectional views are included to reveal internal
features that cannot be seen from external projections, and students may learn the basics
of surface development for certain shapes. The course often introduces computer-aided
design (CAD) concepts to improve accuracy, speed, and revision capability. By the end,
students are able to read and produce complete technical drawings with proper dimensions
and conventions—skills valuable for documenting equipment layouts, enclosures, cabling
paths, and engineering configurations.




Program code: KUS11001 ECTS 5

Duration: 1 level, 1 Semester Method of Full Time
Attendance:

This course provides a strong foundation in integral calculus as an essential analytical tool
for engineering study and practice. It develops the student’s ability to model, compute, and
interpret integrals, which appear throughout engineering topics such as physics, signals,
systems, control, and performance analysis. The course begins with fundamental
integration techniques and builds competence with indefinite integrals and the concept of
antiderivatives. Students then study definite integrals and their geometric meaning,
including applications such as computing areas under curves and accumulated quantities.
The curriculum expands to more advanced techniques, including substitution methods,
integration by parts, and partial fraction decomposition—tools needed to solve complex
rational and composite integrals. Trigonometric integrals and trigonometric substitutions
are also introduced, especially for expressions containing radicals and quadratic forms. The
course typically includes improper integrals and convergence ideas, helping students handle
infinite intervals or integrands with singularities. Applications are emphasized to connect
mathematics to engineering needs, such as calculating volumes of revolution and other
measurable physical quantities. Throughout, the course stresses structured problem-
solving: selecting the right method, executing computations accurately, checking results,
and interpreting the meaning of solutions in real contexts. This mathematical maturity
supports later cybersecurity engineering studies involving modeling, analysis, and
guantitative reasoning..

Program code: KUS11002 ECTS 5
Duration: 1 level, 1 Semester Method of Full Time
Attendance:

Fundamentals of Computer Science 1 provides an organized introduction to computing
essentials that Cybersecurity Engineering students need for effective study and professional
practice. The course begins with core concepts: what a computer is, how hardware and
software interact, and how information is represented and processed. Students learn about
major computer components—CPU, memory, storage, and input/output devices—along
with common peripheral technologies. The course then covers operating systems and
graphical user interfaces, including file management, basic system operations, and practical
computing workflows. A strong skills component typically includes productivity tools: word
processing for technical reports, spreadsheets for data handling and analysis, and
presentations for structured communication of technical ideas. Internet fundamentals are
introduced, including browsing, search skills, email, and basic awareness of networking
concepts such as local and wide-area networks and online collaboration services. The course
often includes introductory programming using Python, focusing on basic syntax,
input/output, variables, conditions, loops, and simple data structures to develop
algorithmic thinking. Importantly for cybersecurity students, the course incorporates initial
cybersecurity and digital ethics awareness—safe user behavior, responsible use of
technology, and basic concepts relevant to protecting personal and organizational
information in everyday computing environments.




Program code: KUS11003 ECTS 2

Duration: 1 level, 1 Semester Method of Full Time
Attendance:

This course builds legal, ethical, and societal awareness that complements the technical
identity of a Cybersecurity Engineering student. Cybersecurity work often intersects with
privacy, surveillance, freedom of expression, due process, and the protection of personal
data; therefore, understanding human rights concepts strengthens professional
responsibility and compliance-minded decision-making. The course introduces the concept,
nature, and characteristics of human rights and discusses their historical development,
highlighting how modern rights frameworks emerged. It clarifies distinctions between
human rights and other categories of rights, and explores the presence of human-rights
principles within major religions and cultural traditions. Students examine international and
regional human rights instruments, treaties, and declarations, and consider how national
legislation and institutions can protect rights through legal guarantees and enforcement
mechanisms. The course also addresses accountability: legal consequences, sanctions, and
remedies related to rights violations. For cybersecurity students, this context is particularly
important when designing or operating systems that process personal information, enable
monitoring, support investigations, or implement automated decision-making. By the end,
students should be able to connect technical choices to societal impact, evaluate trade-offs
between security and rights, and adopt a professional posture that respects human dignity,
privacy, and democratic values while meeting legitimate security objectives.

4. Program Learning Outcomes
4.1 Knowledge and Understanding (K)

K1. Demonstrate comprehensive understanding of core concepts in cybersecurity
engineering, including confidentiality, integrity, availability, authentication,
authorization, and non-repudiation.

K2. Explain principles of secure software development, operating system security, and
secure system architecture.

K3. Describe computer networks, protocols, and network security mechanisms (e.g.,
segmentation, firewalls, IDS/IPS, VPNs).

K4. Understand cryptographic fundamentals and practical applications
(symmetric/asymmetric cryptography, hashing, key management, PKI).

KS. Explain threat landscapes, attacker models, vulnerabilities, and common attack
techniques across systems and networks.

Ké6. Understand risk management, security governance, policies, compliance concepts,
and the security lifecycle.

K7. Recognize digital forensics principles, evidence handling, incident response stages,
and security monitoring concepts.

K8. Understand ethical, legal, and societal implications of cybersecurity, including

privacy and professional responsibilities, within the Iraqi context.



4.2 Intellectual/Cognitive Skills (C)
C1. Apply systematic problem-solving and security thinking (threat modeling, attack
surface analysis) to cybersecurity challenges.
C2. Analyze complex security problems, identify root causes, and propose technically
sound mitigations.
C3. Design security controls and architectures that balance protection, usability, and
performance.
C4. Critically evaluate cybersecurity research, technical reports, advisories, and standards-
based documentation.
CS5. Synthesize information from multiple sources (logs, alerts, system behavior,
documentation) to form coherent security judgments.
C6. Apply quantitative reasoning and basic statistical concepts to interpret security data
and trends.
C7. Make evidence-based decisions for risk treatment (avoid, mitigate, transfer, accept) in
realistic scenarios.
C8. Demonstrate creative and adversarial thinking to anticipate attacker behavior and

improve defensive strategies.

4.3 Practical and Professional Skills (P)
P1. Configure and harden operating systems and network devices using secure baselines
and best practices.
P2. Use security tools for monitoring, vulnerability assessment, and basic penetration
testing in controlled environments.
P3. Collect, preserve, and analyze digital evidence while maintaining integrity and proper
documentation.
P4. Perform incident response tasks: triage, containment, eradication, recovery, and post-
incident reporting.
PS. Implement secure coding practices, conduct code reviews, and apply common
mitigation techniques (input validation, least privilege, secure authentication).
P6. Deploy and manage cryptographic solutions appropriately (certificates, secure
communication, key handling) in practical scenarios.
P7. Produce accurate technical documentation: security reports, risk assessments, and
standard operating procedures.
P8. Follow professional ethics, legal constraints, and safety procedures when conducting

cybersecurity activities.

4.4 General and Transferable Skills (T)
T1. Communicate cybersecurity concepts and technical findings effectively in English and
Arabic, both orally and in writing.



T2. Work effectively in teams, contribute to collaborative tasks, and demonstrate
leadership in project settings.

T3. Use information technology tools and productivity platforms to support secure
analysis, documentation, and reporting.

T4. Manage time, priorities, and resources to deliver cybersecurity tasks and projects
within constraints.

TS5. Present technical results to diverse audiences, including non-specialists, with
appropriate clarity and structure.

T6. Search, evaluate, and reference technical sources (standards, advisories,
documentation) responsibly and accurately.

T7. Demonstrate self-directed learning and professional development aligned with
evolving cybersecurity technologies and threats.

T8. Apply structured problem-solving and critical thinking to real-world cybersecurity and

engineering scenarios.

5. Academic Staff

Adel Mohammed Salman | Ph.D. in Network Security | Lecturer
Email: adelmsk63 @baghdadcollege.edu.ig
Mobile no.: 07810349040

Saif Saad Alamshani | M.Sc. in Information Technology Engineering | Assist. Lect.
Email: saifalamshani@baghdadcollege.edu.ig
Mobile no.: 07736811585

Heba Kahtan Abdul Jabbar | M.Sc. in Computer Science | Assist. Lect.
Email: hibaalmufty@baghdadcollege.edu.iq

Mobile no.: 07875848233

6. Credits, Grading and GPA

Credits

Al-lragia Science University is following the Bologna Process with the European Credit
Transfer System (ECTS) credit system. The total degree program number of ECTS is 240, 30
ECTS per semester. 1 ECTS is equivalent to 25 hrs student workload, including structured and

unstructured workload.
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mailto:hibaalmufty@baghdadcollege.edu.iq

Grading
Before the evaluation, the results are divided into two subgroups: pass and fail. Therefore,

the results are independent of the students who failed a course. The grading system is defined

as follows:
GRADING SCHEME
SIS Grade paal) Marks Definition
()

A - Excellent Skl 90 - 100 | Outstanding Performance

S B - Very Good lax 2 80 - 89 Above average with some errors
uccess
Group C - Good b 70 -79 Sound work with notable errors
(50 - 100) D ) Lo sl 60 - 69 Fair but with major shortcomings
1 g
Satisfactory
E - Sufficient Jsia 50-59 Work meets minimum criteria

Fail FX — Fail EENIES [V U (45-49) | More work required but credit awarded
Grou
- 4g) F — Fail Gl (0-44) Considerable amount of work required
Note:

Note: Marks with Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for
example a mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has
a policy NOT to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s)
will be the automatic rounding outlined above.
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Calculation of the Cumulative Grade Point Average (CGPA)
1. The CGPA is calculated by the summation of each module score multiplied by its

ECTS, all are divided by the program total ECTS.

CGPA of a 4-year B.Sc. degree:
CGPA =[ (1stmodule score x module ECTS) + (2nd module score x module ECTS)
+ (3rd module score x module ECTS) + ... + (last module score x module ECTS)] / 240




7.  Curriculum/Modules
Semester1 | 30ECTS | 1ECTS=25hrs

Code Module SSWL | USSWL | ECTS Type | Prerequisite
KUS11001 Mathematics | 63 62 5.00 B
KUS11002 Fundamental of computer science 63 62 5.00 B
KUS11003 Democracy and Human Rights 33 17 2.00 B
CEN11004 Engineering Drawing 48 52 4.00 S
CEN11005 Physics 63 37 4.00 B
CYE11006 Biology 33 67 4.00 B
CYE11007 Digital Logic Design 63 87 6.00 C
8. Contact

Program Manager:

Adel Mohammed Salman | Ph.D. in Network Security | Lecturer

Email: adelmsk63@baghdadcollege.edu.iq

Mobile no.: 07810349040

Program Coordinator:

Saif Saad Salman |

Email: saifalamshani@baghdadcollege.edu.ig

Mobile no.: 07736811585

M.Sc. in Information Technology Engineering | Assist. Lect.
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1. Overview

This catalogue is about the courses (modules) given by the program of
Cybersecurity Engineering to gain the Bachelor of Science degree. The 4-year
program delivers (40, as an example) Modules with (6000) total student
workload hours and 240 total ECTS. The module delivery is based on the Bologna

Process.
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2. Undergraduate Modules 2025-2026

Module 1
Code Module Title ECTS Semester
KUS11001 Mathematics | 5 1

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

2 2 63 62

Description

This course provides a strong foundation in integral calculus as an essential
analytical tool for engineering study and practice. It develops the student’s ability
to model, compute, and interpret integrals, which appear throughout
engineering topics such as physics, signals, systems, control, and performance
analysis. The course begins with fundamental integration techniques and builds
competence with indefinite integrals and the concept of antiderivatives. Students
then study definite integrals and their geometric meaning, including applications




such as computing areas under curves and accumulated quantities. The
curriculum expands to more advanced techniques, including substitution
methods, integration by parts, and partial fraction decomposition—tools needed
to solve complex rational and composite integrals. Trigonometric integrals and
trigonometric substitutions are also introduced, especially for expressions
containing radicals and quadratic forms. The course typically includes improper
integrals and convergence ideas, helping students handle infinite intervals or
integrands with singularities. Applications are emphasized to connect
mathematics to engineering needs, such as calculating volumes of revolution and
other measurable physical quantities. Throughout, the course stresses structured
problem-solving: selecting the right method, executing computations accurately,
checking results, and interpreting the meaning of solutions in real contexts. This
mathematical maturity supports later cybersecurity engineering studies involving
modeling, analysis, and quantitative reasoning.

Module 2
Code Module Title ECTS Semester
KUS11002 Fundamental of 5 1

computer science

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

2 2 63 62

Description

Fundamentals of Computer Science 1 provides an organized introduction to
computing essentials that Cybersecurity Engineering students need for effective
study and professional practice. The course begins with core concepts: what a
computer is, how hardware and software interact, and how information is
represented and processed. Students learn about major computer components—
CPU, memory, storage, and input/output devices—along with common
peripheral technologies. The course then covers operating systems and graphical
user interfaces, including file management, basic system operations, and
practical computing workflows. A strong skills component typically includes
productivity tools: word processing for technical reports, spreadsheets for data
handling and analysis, and presentations for structured communication of
technical ideas. Internet fundamentals are introduced, including browsing, search
skills, email, and basic awareness of networking concepts such as local and wide-
area networks and online collaboration services. The course often includes
introductory programming using Python, focusing on basic syntax, input/output,
variables, conditions, loops, and simple data structures to develop algorithmic




thinking. Importantly for cybersecurity students, the course incorporates initial
cybersecurity and digital ethics awareness—safe user behavior, responsible use
of technology, and basic concepts relevant to protecting personal and
organizational information in everyday computing environments.

Module 3
Code Module Title ECTS Semester
KUS11002 Democracy and Human 2 1

Rights

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

2 33 17

Description

This course builds legal, ethical, and societal awareness that complements the
technical identity of a Cybersecurity Engineering student. Cybersecurity work
often intersects with privacy, surveillance, freedom of expression, due process,
and the protection of personal data; therefore, understanding human rights
concepts strengthens professional responsibility and compliance-minded
decision-making. The course introduces the concept, nature, and characteristics
of human rights and discusses their historical development, highlighting how
modern rights frameworks emerged. It clarifies distinctions between human
rights and other categories of rights, and explores the presence of human-rights
principles within major religions and cultural traditions. Students examine
international and regional human rights instruments, treaties, and declarations,
and consider how national legislation and institutions can protect rights through
legal guarantees and enforcement mechanisms. The course also addresses
accountability: legal consequences, sanctions, and remedies related to rights
violations. For cybersecurity students, this context is particularly important when
designing or operating systems that process personal information, enable
monitoring, support investigations, or implement automated decision-making. By
the end, students should be able to connect technical choices to societal impact,
evaluate trade-offs between security and rights, and adopt a professional posture
that respects human dignity, privacy, and democratic values while meeting
legitimate security objectives.




Module 4

Code Module Title ECTS Semester

CEN11004 Engineering Drawing 4 1

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

1 2 48 52

Description

Engineering Drawing develops the student’s ability to communicate technical
ideas precisely through standardized engineering graphics. Although
cybersecurity is often viewed as software-centric, cybersecurity engineers
increasingly engage with devices, lab environments, embedded systems, and
physical infrastructure where accurate technical documentation is essential. This
course starts with drawing instruments and correct drafting practices, followed
by geometric constructions (lines, circles, tangency, polygons, and curves) that
build spatial reasoning and drafting discipline. Students learn technical lettering,
line conventions, and dimensioning rules according to recognized standards,
enabling drawings that can be interpreted consistently by others. The course then
covers orthographic projection—front, top, and side views—to represent three-
dimensional objects in two dimensions, and introduces isometric and perspective
representations to visualize components more effectively. Sectional views are
included to reveal internal features that cannot be seen from external
projections, and students may learn the basics of surface development for certain
shapes. The course often introduces computer-aided design (CAD) concepts to
improve accuracy, speed, and revision capability. By the end, students are able to
read and produce complete technical drawings with proper dimensions and
conventions—skills valuable for documenting equipment layouts, enclosures,
cabling paths, and engineering configurations

Module 5
Code Module Title ECTS Semester
CEN11005 Physics 4 1

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

2 2 63 37

Description

This course equips Cybersecurity Engineering students with a solid scientific
foundation for understanding the physical principles that underlie electrical and




electronic systems used in computing, communications, and security hardware.
It begins with essential concepts of physical quantities, units, measurement
accuracy, vectors, and dimensional analysis to build disciplined engineering
reasoning. The course then covers electric charge and the structure of matter,
conservation of charge, and methods of charging bodies. Students study
electrostatic forces, electric fields, Coulomb’s law, field lines, electric dipoles, and
electric potential energy—core topics needed to interpret how devices behave at
a fundamental level. The curriculum continues with current electricity, resistance,
and Ohm’s law, followed by capacitors and their combinations, and an
introduction to AC circuit behavior, including inductive and capacitive reactance
and basic circuit response. A key component of the course is semiconductors:
intrinsic and doped materials, charge carriers, PN junction theory, diode
characteristics, and practical diode-based applications such as rectification and
voltage regulation. Laboratory activities reinforce safe measurement, component
testing, and the connection between theory and real circuits.

Module 6
Code Module Title ECTS Semester
CYE11006 Biology 4 1

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

2 33 67

Description

This course is designed as “Biology for Engineers,” tailored to the needs of
Cybersecurity Engineering students, particularly in the area of biometrics and
protection of biological/biometric data. It introduces fundamental biological
concepts that help students understand why biometric traits can be unique,
measurable, and security-relevant. The course starts with basic biochemistry,
water and biomolecules, then moves to cell structure, membranes, and transport
processes. Students learn about enzymes, energy transformation, cellular
respiration, and photosynthesis, followed by cell division and inheritance
principles. A central component is genetics and DNA: chromosome structure,
DNA replication, and the flow of information from DNA to proteins through
transcription and translation. These foundations are connected to real biometric
modalities such as fingerprints, iris/retina patterns, voice characteristics, gait, and
behavioral biometrics (e.g., keystroke dynamics). The course also addresses
variability, bias, and fairness considerations in biometric systems. In addition, it
emphasizes ethics, privacy, consent, and the security implications of collecting,
storing, and processing biometric data—highlighting risks such as spoofing,




template leakage, misuse, and identity permanence, and discussing engineering
approaches to reduce these risks.

Module 7
Code Module Title ECTS Semester
CYE11007 Digital Logic Design 6 1

Class (hr/w) | OLect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)

2 2 63 87

Description

Digital Logic Design is a foundational course that develops the digital thinking
required to understand and engineer hardware-based systems, embedded
platforms, and low-level computing components that underpin many
cybersecurity applications. The course begins with an introduction to digital
electronics and how digital representation differs from analog signals. Students
learn number systems, base conversions, and binary arithmetic, which are
essential for understanding internal data representation and machine-level
operations. The course then covers logic gates, truth tables, and Boolean algebra,
including key laws and theorems used to model and simplify logic functions. A
major emphasis is placed on optimization through Karnaugh maps (K-Maps) to
reduce circuit complexity, cost, and error probability. Students design and
analyze combinational circuits such as adders/subtractors, multiplexers,
decoders/encoders, and comparator structures. The course extends to sequential
logic: latches and flip-flops, registers, counters, finite-state concepts, and timing
considerations such as propagation delay and clocking behavior. Practical work
typically includes simulation, verification, and troubleshooting of circuits, helping
students build strong skills in systematic design and testing. The course also
supports later cybersecurity topics by strengthening understanding of hardware
trust, embedded systems behavior, and the foundations of secure
hardware/software interaction.




3. Contact

Program Manager:

Adel Mohammed Salman | Ph.D. in Network Security | Lecturer
Email: adelmsk63@baghdadcollege.edu.ig

Office Tel. no.: 07810349040

Program Coordinator:

Saif Saad Alamshani | M.Sc. in Information Technology Engineering | Assist.
Lect.

Email: saifalamshani@baghdadcollege.edu.iq

Office Tel. no.: 07736811585
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Module Title Phys1cs Module Delivery
Module Type Basic XTheory
Module Code CEN11005 U Lecture

XLab
ECTS Credits 4

O Tutorial

100 .

O Practical
SWL (hr/sem) .

J0Seminar
Module Level 1 Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Mohammed Hameed Abdulhasan e-mail m.hameed.hassen97 @baghdadcollege.ed

u.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification MSc
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval Version Number 10
Date
Relation with other Modules
S AT Bl i ol gal) g A

Prerequisite module None Semester



mailto:m.hameed.hassen97@baghdadcollege.edu.iq
mailto:m.hameed.hassen97@baghdadcollege.edu.iq

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

Aoyl lgimally wlaill 7659 duasll B3Loll L]

Module Aims
Ll Bl Calua

e To introduce the fundamental concepts and branches of physics,
including physical quantities, units, vectors, and the nature of electric
charge, fields, and forces.

e To explain the structure of atoms, types of matter, and the behavior of
electric charge, emphasizing Coulomb’s law, electric dipoles, and
electric potential energy.

e To develop understanding of basic electrical principles, including Ohm’s

law, resistance, capacitance, inductance, and the behavior of AC circuits

e .To introduce the physics of semiconductors, including atomic
configuration, carrier concentration, doping, and the distinction between
intrinsic and extrinsic materials.

e To describe the formation and operation of PN junctions and
semiconductor diodes under forward and reverse bias.

Module Learning
Outcomes

3ol plall Cloryien
Al

e Explain the fundamental concepts and branches of physics, including
physical quantities, units, vectors, and the nature of electric charge, fields,
and atomic structure.

e Apply the principles of electric charge interactions, including charging by
induction and friction, Coulomb’s law, and electric field analysis using field
lines and dipole concepts.

e Analyze basic DC and AC circuits by applying Ohm’s law and the concepts
of resistance, capacitance, and inductance, including series and parallel
connections.

e Calculate inductive and capacitive reactances (XL and XC) and evaluate
circuit behavior under different electrical conditions.

e Describe the atomic structure, electronic configuration, and carrier behavior
in intrinsic and extrinsic semiconductors, including the effects of doping.

e Explain the formation, biasing, and characteristics of PN junctions and
semiconductor diodes, including Zener behavior and VI characteristics.

e Design and test diode-based and semiconductor circuits such as rectifiers,
voltage regulators.

Indicative Contents
Lol wlgixall

¢ Introduction to Physics and Physical Quantities

Branches of physics, fundamental quantities, units, and vectors. Measurement systems
and dimensional analysis. [3 hrs]

e Electric Charge and Structure of Matter

Electric charge, structure of atoms, and types of matter. Conservation of charge,
charging by induction and friction. [3 hrs]




e Electric Forces and Fields

Electric forces on uncharged objects, Coulomb’s law, and the concept of the electric
field. Electric field due to a point charge and representation using field lines. [4 hrs]

e Electric Dipoles and Potential Energy

Electric dipole concepts, forces and moments on dipoles, and electric potential energy
in electrostatic systems. [3 hrs]

¢ Current, Resistance, and Capacitance

Ohm’s law, electrical resistance, and capacitance. Capacitors in series and parallel
connections. Introduction to RC circuits and their behavior. [5 hrs]

¢ Inductance and AC Circuits

Principles of inductance, inductive reactance (X;), capacitive reactance (Xc), and basic
AC circuit analysis. [5 hrs]

e Physics of Semiconductors

Atomic structure, electronic configuration, energy bands in solids, and types of
materials (conductors, insulators, semiconductors).

[4 hrs]

e Carrier Concentration and Doping

Intrinsic and extrinsic semiconductors, carrier generation and recombination, N-type
and P-type semiconductors, and doping effects. [5 hrs]

¢ PN Junction Theory

Formation of depletion region, junction potential, and VI characteristics under forward
and reverse bias conditions. [5 hrs]

¢ Semiconductor Diodes

Operating principles, actual diode characteristics, Zener region, and temperature
effects. [7 hrs]

¢ Diode Applications

Load-line analysis, rectifier circuits (half-wave and full-wave). [8 hrs]

e Laboratory Applications

Practical experiments involving diode and transistor circuits, measurements, analysis,
and verification of theoretical concepts. [8 hrs]

Learning and Teaching Strategies

il el g

Strategies

e Lectures: Present key concepts from basic physics to semiconductor theory
using visuals, simulations, and real-world examples.

e Tutorials: Reinforce understanding through problem-solving on electric
fields, circuits, and semiconductor behavior.

e Laboratory Work: Conduct hands-on experiments on electrical circuits,
PN junctions, and diode characteristics.

e Active Learning: Encourage participation through discussions,
demonstrations, and short in-class activities.

e Independent Study: Support self-learning using textbooks, online
resources, and preparatory review before exams.




Student Workload (SWL)

Structured SWL (h/sem) 63 Structured SWL (h/w) 4
Jaill I3 Il isaal gl il o) L gl (Il il gl Jo)
Unstructured SWL (h/sem) 37 Unstructured SWL (h/w) 5
el 5 el il i sl ) Joodl gl ) liiall 32l il Jood
Total SWL (h/sem) 100
el P35 el Sl

Module Evaluation
Ll )

Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 5,10 LO #1-3/ LO#4-6
Formative Assignments 2 10% (10) 4,12 LO#1-3/LO#9-11
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 All
Summative Midterm Exam 1hr 10% (10) 8 LO# 1-6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
@bl o gl gl
Material Covered
Week 1 Branches of physics, Fundamental quantities, Units, and vectors
Week 2 Electric charge, electric field, electric charge and structure of atoms, types of matter, charge is
conserved, charging by induction and friction

Week 3 Electric forces on uncharged objects, Coulomb's law

Week 4 Electric field, electric field on a point charge, electric field lines

Week 5 Electric dipole, forces, moments and electric potential energy

Week 6 Ohm's Law, resistance and capacitance,




Week 7 capacitor in series and parallel, inductive CCT,

Week 8 inductive resistance XL, capacitive reactance XC

Week9 | Mid exam

Week 10 Semiconductors, Some Definitions ,The electronic configuration in atoms

Week 11 Carrier Concentration in Intrinsic Semiconductor ,Doping

Week 12 | Intrinsic Semiconductors &Extrinsic Semiconductors, N - type Semiconductors, P - type

Semiconductors

Week 13 PN Junction: Formation of Depletion layer, Junction Potential, Forward Biased PN junction, Reverse

biased PN junction.

Week 14 | semiconductor Diodes: Diode Operating Conditions, Actual Diode Characteristics, Zener Region

Week 15 Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
sl o il 2l

Material Covered

Week 1,2 Ohm's Law and Non Ohmic materials

Week 3,4 Electrical resonance phenomenon

Week 5,6 Generating electricity using field magnetic

Week 7,8 Calculating the electrical forces and Distance between electrical charges
Week 9,10 P.N junction diode
Week 11,12 Experience Diode properties
Week 13,14 | Using a silicon transistor as a circuit switch

Learning and Teaching Resources
gl alall liae

Available in the
Text
Library?

Required Texts Neamen, D. A (2912.). Semicondygtor Physics anaf yes

Devices: Basic Principles, 4th Edition, McGraw-Hill

Education.

Boylestad, R. L., & Nashelsky, L. (2020). Electronic
ML L UETS Devices and Circuit Theory, 12th Edition, Pearson yes

Education.
Websites e All About Circuits: https://www.allaboutcircuits.com

e Electronics Tutorials: https://www.electronics-tutorials.ws



https://www.allaboutcircuits.com/
https://www.electronics-tutorials.ws/

Grading Scheme

Glajall ks

Group Grade ol Marks (%) | Definition

A - Excellent el 90 - 100 Outstanding Performance

B - Very Good I du 80 -89 Above average with some errors
(S:(;:tie:;oG)roup C - Good > 70-79 Sound work with notable errors

D - Satisfactory Laugio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgudo 50-59 Work meets minimum criteria
Fail Group FX — Fail (Al L) Cosly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required







MODULE DESCRIPTION FORM
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Module Information
:Lu.u\Jﬂ\ XA &_11.4)11.4

Module Title Biology Module Delivery
Module Type Basic Theory
L

Module Code CYE11006 O Lecture

O Lab
ECTS Credits 4 O Tutorial

[ Practical
SWL (hr/sem) 100 O Seminar
Module Level Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Mustafa Bashar Hatem e-mail mustafa_92 @baghdadcollege.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification MSc
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval

i Version Number 1

Date

Relation with other Modules

6 AY) Al )l gall ae 28)

Prerequisite module

None

Semester

Co-requisites module None

Semester




Module Aims, Learning Outcomes and Indicative Contents

Ll Y iy sinall g alaall il g Al jall salall Calaal

This module aims to :
1-To understand life, chemistry and water continued: biological molecules,

Module Aims 2-To recognize cells and membranes

. 3-To identify Energy, Enzymes and Biological reactions, cellular respiration,

) yall 33l il Yy Bhergy, Bhzy 8 P
photosynthesis

4-To understand cell division: mitosis and miosis: Mendel, Genes and inheritance,

genes, chromosomes and human genetics

5-To understand DNA structure, Replication and Organization. From DNA to protein
Biotechnology and cell processes and transport (Passive and active)

1. Explain fundamental biological concepts and relate them to cybersecurity
and biometric systems.

2. Describe cellular structures and their relevance to biological data used in
modern authentication technologies.

3. Interpret the structure and function of DNA and genetic information as they
apply to identity verification and biometric uniqueness.

Module Learning 4. Analyze the role of proteins, enzymes, and biological molecules in biometric
Outcomes sensing and recognition technologies.
sl Al Balall aladll il H3e 5. Explain major physiological systems (nervous, muscular, sensory) and their

connection to biometric signal generation and data acquisition.

6. Compare different human biometric modalities (fingerprint, iris, retina, voice,
gait, etc.) based on biological structure and variability.

7. Evaluate human biological diversity and population genetics and discuss their
implications for fairness, accuracy, and bias in biometric systems.

8. Assess privacy, ethical, and security issues associated with the collection,




storage, and processing of biological and biometric data.

9. Identify and describe biometric devices, sensors, and technologies based on
underlying biological principles.

10. Integrate biological knowledge with cybersecurity concepts to analyze real-
world biometric security case studies.

Indicative Contents
Ll LY il siaall

Indicative content includes the following:

A- Introduction to Biology

Concepts:Life, Chemistry and water, Life, Chemistry and water continued:
Biological Molecules, Cells and Membranes, Energy, Enzymes and Biological
reactions continued, Cellular respiration, Photosynthesis, Cell division: Mitosis
and Miosis: Mendel, Genes and inheritance

[20 hrs]

B- Genes and DNA
Genes, chromosomes and Human Genetics, DNA structure, Replication and
Organization, From DNA to protein Biotechnology, Cell processes I- Transport
(Passive and active)

[10 hrs]

Learning and Teaching Strategies

pdatl) g alatl) laas) yiul)

Strategies

1. Lectures: Interactive lectures will provide theoretical knowledge
on optical mineralogy concepts, techniques, and applications.

2. Laboratory Sessions: Hands-on laboratory sessions will allow
students to practice using polarized light microscopy and
develop skills in mineral identification and interpretation.

3. Case Studies: Analysis of real-world examples and case studies
will help students understand the practical applications of optical
mineralogy.

4. Independent Research Projects: Students will be encouraged to
undertake independent research projects using optical




mineralogy techniques to gain practical experience and develop
research skills.
Group Discussions: Group discussions and peer-to-peer learning
will foster collaboration and deeper understanding of optical
mineralogy concepts.
Assessments: Assessments, including quizzes, laboratory reports,
and a final examination, will evaluate students' understanding of
theoretical knowledge and their ability to apply optical
mineralogy techniques

Student Workload (SWL)
GalUall sl 53l Jaall

Structured SWL (h/sem) 33 Structured SWL (h/w) 5
daadl) Pa Qllall alaiiall sl all Jeal) Lo ol Ll alziiall el 5l Jaall
Unstructured SWL (h/sem) - Unstructured SWL (h/w) A
duadll A Qllall alatiall ye ol jall Jeal) Lo gaud Callall aliisall e asd yall Jasl)
Total SWL (h/sem) 100
Gl & U Il jal) Jeal

Module Evaluation

ol ) 3oLl s
Time/Nu Relevant Learning
. Weight (Marks) Week Due Outcome
Quizzes 2 10% (10) 4,10 LO #1- #3 and #4 - #9
Formative Assignments 2 20% (20) Continuous | LO #5 and #12
assessment Projects / Lab. — |
Report 1 10% (10) 13 All
Summative Midterm Exam 1hr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)
@bl e pul) el

Material Covered

Week 1 Introduction to Biology in the Context of Cybersecurity
Week 2 Cells: Structure, Function, and Relevance to Biometric Systems
Week 3 DNA and Genetic Information: Basics for Biometric Identification
Week 4 Proteins and Enzymes: Biological Molecules in Security Applications
Week 5 Human Physiology Overview: Nervous and Muscular Systems
Week 6 Sensory Systems and Data Acquisition: Vision, Fingerprint, and Voice
Week 7 Skin and Fingerprints: Structure, Formation, and Uniqueness
Week 8 Iris and Retina: Eye Anatomy and Biometric Recognition
Week 9 Voice and Speech: Vocal Anatomy for Voice Authentication
Week 10 | Behavioral Biometrics: Gait, Keystroke Dynamics, and Patterns
Week 11 | Human Variation and Population Genetics: Implications for Security
Week 12 | Biological Data Privacy and Ethics: Storing and Protecting Biometric Data
Week 13 | Introduction to Biometric Devices and Sensors
Week 14 | Case Studies in Biometric Security Systems

Revision and Integration: From Biology to Cybersecurity Applications
Week 15




Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7

w)imj ela_ﬂ\ JJL&A.A

Learning and Teaching Resources

Available in the

Text
Library?
Required Texts Johnson, A. T. (2018). Biology for engineers. CRC Press. no
Jain, A. K., Ross, A. A., Nandakumar, K., & Swearingen, T.
2024). Fingerprint recognition. In Introduction to
Recommended Texts ( )- Fingerpri gnt uett no

Biometrics (pp. 75-117). Cham: Springer International

Publishing.
Websites
Grading Scheme
Cila all lalads

Group Grade el Marks (%) | Definition

A - Excellent Okl 90- 100 Outstanding Performance

B - Very Good [SENRYEN 80 -89 Above average with some errors
(S:(;:(ielsgo(;iroup C - Good RTEN 70-79 Sound work with notable errors

D - Satisfactory dais gia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
Fail Group FX — Fail (Aadlaall 28) s y | (45-49) More work required but credit awarded
(0-49) F - Fail l (0-44) Considerable amount of work required




Note:Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
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Module Title Engineering Drawing Module Delivery
Module Type Theory
Module Code CEN11004 O Lecture
O Lab
ECTS Credits [ Tutorial
Practical
SWL (hr/sem) 100 [0 Seminar

Semester of

Module Level . 1
Delivery
Administerin
. Cybersecurity College College of Engineering
Department
Haider
Module Leader Albdulkazdhem e-mail Haider_Farhan89@baghdadcollege.edu.iq
Farhan
Module Leader’s Acad. Module Leader’s
. Lecturer e . Msc.
Title Qualification
Module Tutor e-mail
Peer Reviewer Name / e-mail /
Scientific Committee
lentim ! Version Number 1

Approval Date

Relation with other Modules

6 AY) Al )l gall ae A8

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
Ll Y iy sinall g alaall il g Al jall salall Calaal

The module aims to develop students’ ability to communicate technical ideas
through graphical representation. It covers the fundamentals of engineering

. .. drawing, use of instruments, geometric constructions, orthographic and isometric
Module Objectives g & grap

. - rojections, sectional vi , and dimensioning. n ill learn to interpret an
Lyl 5L ilaal projections, sectional views, and dimensioning. Students will learn to interpret and

create machine and assembly drawings following BIS/ISO standards and gain
introductory skills in computer-aided drafting (CAD). The course enhances
visualization, accuracy, and understanding of engineering components and
systems.

1. Identify and correctly use engineering drawing tools to create accurate
geometric constructions and basic shapes.

2. Apply fundamental drafting techniques to draw lines, circles, tangents,
polygons, and divided segments with precision.

3. Use engineering scales and dimensioning standards to add measurements,
annotations, and proportional enlargements/reductions.

Module Learning 4. Explain and apply the principles of orthographic projection to produce front,

Outcomes top, and side views of engineering objects.

Al pall 3alall aladl) s j3a

5. Construct isometric and oblique 3D drawings using 30° and 45° projection
angles to visualize objects in three dimensions.

6. Generate or infer missing views by deriving the third projection from two
given orthographic projections.

7. Produce complete, accurate technical drawings that meet engineering
standards and demonstrate the ability to communicate design ideas
effectively.

1. Introduction to Engineering Drawing [8hrs]
e Importance and applications of engineering drawing
e Drawing instruments, materials, and sheet layouts

e BIS/ISO standards, lines, lettering, and dimensioning

Indicative Contents 2. Geometric Constructions [7hrs]
0l LY Gl gial) e Basic geometrical figures

e Tangents, polygons, and curves (ellipse, parabola, hyperbola)
3. Orthographic Projection [10hrs]
e Principles of projection

e Projection of points, lines, planes, and solids




e Conversion of pictorial to orthographic views

4. Sectioning of Solids and Development of Surfaces [8hrs]
e Types of sectional views
e Development of lateral surfaces for solids

5. Isometric and Perspective Projection [8hrs]
e Isometric scales, isometric views, and projections
e Perspective projection of simple objects

6. Dimensioning and Conventional Representations [4hrs]
¢ Dimensioning standards and techniques

e Symbols for materials, threads, welds, and surface finish

Learning and Teaching Strategies

abeil) g alail) Cilia il sind

Strategies

1- Conducting practical examinations.
2- Short tests.
3- Weekly exercises.

Student Workload (SWL)

Structured SWL (h/sem) 48 Structured SWL (h/w) 3
Jaadl) P Ul i) ol Al Jasl) e sad calldall alaiiall sl 5l Jaall

Unstructured SWL (h/sem) - Unstructured SWL (h/w) s
daadll JSa QlUall alaiial) yie ) jall Jaal) Lo sansl calldall alziiall e ol Hall Jaal)

Total SWL (h/sem)

Juadl) J3A lUall I il el Jaal) 100
Module Evaluation
A Al salal) e.usj
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 10 LO #1- #5 and #5-#10
Formative Assignments 10 20% (20) Continuous | All
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 0 0% (0)
Midterm Exam 1lhr 10% (10) 7 LO #1 - #6




Summative Final Exam 3hr 50% (50) 15 All
assessment
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
R o pu) el
Material Covered
Week 1 Learn about drawing tools and the concept of drawing
Week 2 Use tools to draw shapes
Week 3 Executing and drawing lines, tangents, circles and drawing polygons.
Week 4 Draw and divide straight lines and draw tangent lines and polygons.
learns the dimensional mode in drawing and the knowledge of the scale and the way to reduce and
Week 5 )
zoom in
Week 6 Writing different types of dimensions
Week 7 Learn the concept of projection and recognize the three levels of projection
Week 8 learns to draw the three projections and how to get out the flip chart
Week 9 Exam
Week 10 | Draw the 3D geometric perspective on two 30- and 45-angle lines
Week 11 | Draw the 3D geometric perspective on two 30- and 45-angle lines
Week 12 | Training in drawing a three-dimensional engineering perspective
Week 13 | Training in drawing a three-dimensional engineering perspective
Week 14 | The conclusion of the third projection from two known projections
Week 15 | Evaluate the students
Delivery Plan (Weekly Lab. Syllabus)
DRl e sl el
Material Covered
Week 1 Learn about drawing tools and the concept of drawing
Week 2 Use tools to draw shapes
Week 3 Executing and drawing lines, tangents, circles and drawing polygons.
Week 4 Draw and divide straight lines and draw tangent lines and polygons.
learns the dimensional mode in drawing and the knowledge of the scale and the way to reduce and
Week 5 )
zoom in




Week 6 Writing different types of dimensions

Week 7 Learn the concept of projection and recognize the three levels of projection
Week 8 learns to draw the three projections and how to get out the flip chart
Week 9 Exam

Week 10 | Draw the 3D geometric perspective on two 30- and 45-angle lines

Week 11 | Draw the 3D geometric perspective on two 30- and 45-angle lines

Week 12 | Training in drawing a three-dimensional engineering perspective

Week 13 | Training in drawing a three-dimensional engineering perspective

Week 14 | The conclusion of the third projection from two known projections

Week 15 | Evaluate the students

u.u..gjﬂ\} (,L._“d\ JJLAAA

Learning and Teaching Resources

Text

Available in the Library?

- Reddy, V. K. (2008). Textbook of engineering drawing: Part 1.
Bs publications.

Required Texts Shah, M. B., & Rana, B. C. (2009). Engineering Drawing. Yes
Pearson Education India.
- practice problems for engineering drawing
- Technical drawing & Solidworks
Recommended . . .
-Engineering Drawing No
Texts
-practice problems for engineering drawing
Websites
Grading Scheme
Group Grade greviil Marks % | Definition
A - Excellent Okl 90- 100 Outstanding Performance
s G B - Very Good [AENRTEN 80-89 Above average with some errors
(:(;:fels;o) roup C - Good pres 70-79 Sound work with notable errors
D - Satisfactory dais gia 60 - 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aaldll 28) i) ) | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required




Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.
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Module Information
:Lu.u\Jﬂ\ saldl) &_11.4)11.4

Module Title Digital Logic Design Module Delivery
Module Type Core Theory
[ Lecture
Module Code CYE11007 Lab
ECTS Credits 6 O Tutorial
[ Practical
SWL (hr/sem) 150 O Seminar
Module Level Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Asst. Lect. Saif Saad Alamshani e-mail saifalamshani@baghdadcollege.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification MSc
Module Tutor e-mail
Peer Reviewer Name e-mail
SDtjtte:tific Committee Approval Version Number 1
Relation with other Modules
6 AY) Al )l gall ae A8
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents

LalanYl Olgisally ehatll 5L g Ayl Bl LIl

This module aims to introduce students to the fundamental principles
and applications of digital electronics as a foundation for intelligent and
Module Aims . . L
robotic systems. It focuses on understanding logic circuits, number
Lyl B3I CBla systems, and digital components used in computing, control, and
embedded applications. Students will gain the ability to design, analyze,
and implement digital systems that interface with sensors, actuators, and

microcontrollers used in Al and robotics.

1. Differentiate between analog and digital systems and explain their
roles in modern technologies such as Al and robotics.

2. Perform number conversions and binary arithmetic operations across
different numeral systems (binary, octal, decimal, hexadecimal).

3. Identify and analyze the functions of basic logic gates and construct

) truth tables for simple digital circuits.
Module Learning

Outcomes 4. Apply Boolean algebra laws and theorems to simplify and optimize
digital circuit designs.

Salel) plaill e 5. Design and minimize combinational logic circuits using Karnaugh

duwnly !

maps (K-Maps) and implement basic circuits such as adders,
subtractors, multiplexers, and decoders.

6. Construct and evaluate sequential logic circuits using various flip-
flops, counters, and shift registers to perform timing and memory
functions.

7. Integrate combinational and sequential circuit concepts to design
control systems for practical applications in robotics and automation.

1. Introduction to Digital Electronics [4hrs]

e Basic principles, design methods, and relevance to intelligent and

Indicative Contents robotic systems.

Aol Y wlgisad!
2. Analog vs. Digital Signals [4hrs]

e Characteristics, distinctions, and applications in modern
electronic systems.




3. Number Systems and Binary Arithmetic [8hrs]

e Binary, decimal, hexadecimal systems; conversions and arithmetic
operations.

4. Logic Gates and Boolean Algebra [8hrs]

e Logic functions, truth tables, Boolean expressions, and algebraic
simplification.

5. Karnaugh Maps for Logic Optimization [4hrs]
e Techniques for circuit minimization and simplification.
6. Combinational Logic Circuits [9hrs]

e Adders, subtractors, encoders, decoders, multiplexers, and
related components.

7. Sequential Logic Circuits [9hrs]

e Flip-flops, registers, counters, timing circuits, and state-based
design.

8. Circuit Implementation and Testing [7hrs]

e Use of simulation tools and laboratory exercises for validation
and troubleshooting.

9. Interfacing and Applications in Robotics [7hrs]

e Integration with sensors, actuators, and microcontrollers for
robotic control and Al-driven decision systems.

Learning and Teaching Strategies

aabeil) g alail) ilia il i

1. Lectures: Interactive lectures will provide theoretical knowledge

Strategies i i ) o
on optical mineralogy concepts, techniques, and applications.




Laboratory Sessions: Hands-on laboratory sessions will allow
students to practice using polarized light microscopy and
develop skills in mineral identification and interpretation.

Case Studies: Analysis of real-world examples and case studies
will help students understand the practical applications of optical
mineralogy.

Independent Research Projects: Students will be encouraged to
undertake independent research projects using optical
mineralogy techniques to gain practical experience and develop
research skills.

Group Discussions: Group discussions and peer-to-peer learning
will foster collaboration and deeper understanding of optical
mineralogy concepts.

Assessments: Assessments, including quizzes, laboratory reports,
and a final examination, will evaluate students' understanding of
theoretical knowledge and their ability to apply optical
mineralogy techniques

Student Workload (SWL)
Gl il ) Jasl)

Structured SWL (h/sem)

Jaddl D CIlall el (guhy ! Josl Lo paudd Ul aliiall ol ) Jasll

Structured SWL (h/w)
63 4

Unstructured SWL (h/sem)

Unstructured SWL (h/w)
87 5
Jodl Lo paudd Ul ainall el 5l Jaall

Total SWL (h/sem)
Qi I35 LIall 81 (gl Janll

150

Module Evaluation
:\M\Jﬂ\ 3alall e.usﬂ

Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome




Quizzes 2 10% (10) 5and 10 LO #1- #4 and #6-#9
Formative Assignments 2 10% (10) Continuous | LO #5 and #10
assessment Projects / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 All
Summative Midterm Exam 1hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl mleiall

Material Covered

Week 1

Introduction to Digital and Analog Systems
» Difference between analog and digital signals.
* Role of digital systems in Al and robotics.

Week 2

Number Systems and Binary Arithmetic
* Binary, octal, decimal, and hexadecimal systems.
* Number conversions and binary operations.

Week 3

Logic Gates and Truth Tables
* Basic logic operations (AND, OR, NOT, NAND, NOR, XOR, XNOR).
» Circuit representation and practical examples.

Week 4

Boolean Algebra
» Laws and theorems of Boolean algebra.
* Simplifying digital circuits using Boolean expressions.

Week 5

Karnaugh Map (K-Map) Simplification
* Logic function minimization using K-Maps.
* Designing optimized logic circuits.

Week 6

Combinational Logic Circuits — Part 1
 Half and full adders, subtractors.
*Basic combinational circuit design.

Week 7

Mid-term Exam

Week 8

Combinational Logic Circuits — Part 2
» Multiplexers, demultiplexers, encoders, and decoders.

Practical Applications of Combinational Logic
* Designing control and decision circuits.
 Real-world examples in robotics and Al.

Week 9

Introduction to Sequential Logic Circuits
* Basic concepts of memory and timing.
* Introduction to latches and flip-flops.




Week 11

Flip-Flop Types and Applications
* SR, JK, D, and T flip-flops.
 Edge-triggering and clock behavior.

Week 12

Sequential Circuits Design
» Using flip-flops to design counters and registers.
* Timing diagrams and sequence generation.

Week 13

Counters and Shift Registers
 Asynchronous and synchronous counters.
« Shift register operation and applications.

Week 14

Sequential Circuits — Applications
 Implementing control logic using sequential circuits.
* Case studies in robotics and automation.

Week 15

Review and Final Exam Preparation
» Comprehensive course review and practical revision.

Delivery Plan (Weekly Lab. Syllabus)
DRl e sl el

Material Covered

Week 1

« Introduction to the Digital Laboratory

Familiarization with lab equipment (breadboard, power supply, logic
probes); safety instructions and introduction to digital signals.

Week 2

o Number Systems and Logic Levels

Practice binary-to-decimal conversion and verify digital HIGH/LOW

levels using simple LED circuits.

Week 3

« Logic Gates — Basic Operations




Build and test basic logic gates (AND, OR, NOT, NAND, NOR) using
ICs; verify truth tables.

Week 4

Logic Gates — Combined Circuits Construct compound logic expressions;
analyze and test outputs using logic probes or simulation.

Week 5

Boolean Algebra and Simplification
Apply Boolean simplification on given circuits and implement simplified
versions using hardware or simulation software (e.g., Logisim).

Week 6

Karnaugh Map Practice
Simplify logic functions using K-map methods and compare complexity
before and after reduction.

Week 7

Midterm Lab Evaluation
Assessment on experiments from Weeks 1-6 (circuit building, analysis,

and documentation).

Week 8

Combinational Logic Circuits — Adders/Subtractors
Design and implement half adder and full adder/subtractor circuits; verify
functionality.

Week 9

Combinational Circuits — MUX and DEMUX
Build multiplexer and demultiplexer circuits and explore their data-
routing applications.

Week 10

Encoders and Decoders
Construct simple encoder and decoder circuits and test their operation
using binary inputs.

Week 11

Introduction to Sequential Logic
Observe latch and flip-flop behavior using LEDs; understand SR, D, and
JK flip-flops.

Week 12

Flip-Flop Timing and Triggering
Explore clock signals and triggering (edge vs. level); measure response
using oscilloscopes or simulation.

Week 13

Counters
Design and test asynchronous and synchronous counters using flip-flops
or IC counters.

Week 14

Shift Registers
Implement and test serial-in/serial-out and parallel-in/parallel-out shift
registers.

Week 15

Final Lab Assessment and Demonstration

Learning and Teaching Resources
u;:\_).lﬁ\) (Ja;m J.JL».AA




Available in the
Text
Library?
1. Floyd, T.L., 2011. Digital fundamentals,
Required Texts . ) yes
10/e. Pearson Education India.
1. Shiva, S.G. ed., 2018. Introduction to logic
design. CRC Press.FLOYD, Thomas L.,
and David BUCHLA.
T P 2. Nixon, M.S., 2015. Digital Electronics: A Jes
Primer-Introductory Logic Circuit Design
(Vol. 1). World Scientific Publishing
Company.
https: //www.geeksforgeeks.org/digital-electronics-logic-
Websites . .
design-tutorials/
Grading Scheme
Group Grade gest:i] Marks (%) | Definition
A - Excellent kel 90 -100 Outstanding Performance
B - Very Good I de 80 -89 Above average with some errors
Success Group -
(50 - 100) C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX - Fail (2ol u8) csly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required



https://www.geeksforgeeks.org/digital-electronics-logic-design-tutorials/
https://www.geeksforgeeks.org/digital-electronics-logic-design-tutorials/

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
:Lu.u\Jﬂ\ saldl) &_11.4)11.4

Module Title Human l‘ightS Module Delivery
Module Type Basic Theory
Lecture
Module Code
KUS11003 O Lk
ECTS Credits 2 O Tutorial
O Practical
SWL (hr/sem) 50 O Seminar
Module Level 1 Semester of Delivery 2
. Cyber security ) .
Ad t D t t Coll E
ministering Departmen Engineering ollege ngineering
Module Leader Marwa Jasim Aboode e-mail marwajaj94@baghdadcollege.edu.iq

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval ]
Date Version Number 1.0
Relation with other Modules
AV A jall 3l sall ae A8l
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Aims

L o N WNR

Al lguailas dyusiy OludYl Geids Gyl
Ol Ggimd (o)l Hslatl) 7 5.
el (3 63V Ggazdly OLusYl Bgd> o e,

Outcomes Aoglowd! SULAIN § OLudYl Bgi> Cabgo prd s,

Module Learning

ldalaally sl 331500l 3 LLudY) Byindl iy,
Baleld plall Solomy e ALYl saoed! dylasd Al gl ol 401 ulows,
St p3liasBly (AU sl it ) 0L gl i,
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Ol Boim gl die &0 g3l Clelyzd! pnds .
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Ruelin Y ) G i) e o e 0o LS o
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S dpulad) 5 4y Sall S i) o
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Learning and Teaching Strategies

padatl) g alail) las) yiul)
i bo ) Sldl 1 (§ s
Brolxall -1
Strategies dadladl -2
Csliall Caall -3
Al dulyy -4
Student Workload (SWL)
clUall _ad jall Jaall
Structured SWL (h/sem) 33 Structured SWL (h/w) 5
dradll 3z LIl elaziadl (gohydll Josd! b gueanl Ual) @laiall gyl Jonll
Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) 1
il s LIl elaziedl e gelyldl Josdd! e gl (Ul @latiall e (ol ool
Total SWL (h/sem) -
i)l I35 el SI1 guhll Jassll

Module Evaluation

:\Tga.ubﬂ\ saldl) e.us]
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,10 1-5/6-9

Assignments 2 20% (20) 4,12 LO#3,4,/6-11
Formative

Projects /
assessment . 0 0 / /

tutorial.

Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 1hr 10% (10) 7 LO#1-6
assessment Final Exam 2hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

@B e pul) el

Material Covered

Week 1

LY By Aoy Cinyad




Week 2 | oLyl @gixd oyl gkl

Week 3 Bgaxdl e e e OludYl Gad> Olnee
Week4 | dglowdl SULAI G OlusY! Goo>

Week 5 ddgll 3819all 3 OludY! Fga>

Week 6 | ddslull wluadll § Olud)l 3ga>
Week 7 dpasid) OludY! Gga>

Week 8 daclaizdl OludYl Bgd>

Week 9 48l Ol Bga>

Week 10 | Loladl plud)l @ga>

Week 11 | adodl OludY! Gaa> wliless

Week 12 | 48 OludYl Gai> wlilass

Week 13 | (dubgll) ddsludl Glud)l @aa> lilass
Week 14 | oludY! Ggdons (uluadl e 4501 Olslyl)
Week 15 | dle daxlyn

Learning and Teaching Resources
U‘“:’,)ﬂ\} (-Ja;m JJLAAA

Text Available in the
ex
Library?

Required Texts (la dgivaline dayslas) QL Ggi /LS Yes

(S pie oLy

RSN -
Recommended Texts Ol Gy /LS No

NULYEJUVOC )

https://www.noor-book.com/

https://www.un.org/ar/about-us/universal-declaration-of-human-rights

Websites
https://ar.wikipedia.org/wiki/
Grading Scheme
Group Grade il Marks (%) | Definition
A - Excellent kel 90 - 100 Outstanding Performance
(S:(;:tiels;oG)roup B - Very Good I due 80 -89 Above average with some errors
C - Good BVES 70-79 Sound work with notable errors



https://www.noor-book.com/%D9%83%D8%AA%D8%A7%D8%A8-%D8%A7%D9%84%D8%AD%D8%B1%D9%8A%D9%87-
https://www.un.org/ar/about-us/universal-declaration-of-human-rights
https://ar.wikipedia.org/wiki/%D8%AD%D9%82%D9%88%D9%82_%D8%A7%D9%84%D8%A5%D9%86%D8%B3%D8%A7%D9%86

D - Satisfactory uwgie 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50 -59 Work meets minimum criteria
Fail Group FX - Fail (Axdlandl W8) Cly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
:Lb.n\‘).ﬂ\ R\ Q\A}S&A

Module Title Fundamentals of Computer Science Module Delivery
Module Type B Theory
Module Code KUS11002 O Lecture
Lab
ECTS Credits 5 [ Tutorial
[ Practical
SWL (hr/sem) 125 O Seminar
S ter of
Module Level 1 en'1es ero 1
Delivery
Administering Department of . .
. College College of Engineering
Department Cybersecurity
Module Leader Saif Saad Alamshani | e-mail saifalamshani@baghdadcollege.edu.iq
Module Leader’s Assist. Lect Module Leader’s MSc
Acad. Title ' ' Qualification
Module Tutor e-mail
Peer Reviewer Name |/ e-mail /
Scientific Committee ]
Version Number 1.0
Approval Date

Relation with other Modules

6 AY) Al )l gall ae 28)

Prerequisite module None Semester

Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents




A5 yY) il sinall g alail) o2l g Al jall saball Calaal

Module Objectives
Al all 3ol Calaal

1. Introduce students to basic computer concepts including hardware, software, and
data representation.

2. Provide understanding of the operating system and graphical user interface
operations.

3. Develop basic word processing, spreadsheet, and presentation software skills.

4. Introduce the fundamentals of Internet, web browsing, and electronic
communication.

5. Provide knowledge of cloud computing and modern digital collaboration tools.

6. Provide knowledge of programming using python language.

Module Learning

Outcomes
Aol Hall 3alall alasl) s j3a

1. Understand computer hardware components and their functions.

2. Operate common operating systems and navigate through graphical user
interfaces.

Create and edit documents using word processing software.

Design and manage spreadsheets using formulas and functions.

Develop and present professional presentations using presentation software.
Access and utilize the Internet effectively using web browsers and search engines.
Communicate through email and collaborate using cloud-based services.

Apply basic cybersecurity and digital ethics principles in computer usage.

e A o

Program basic codes and make GUIs.

Indicative Contents
Lol ) ey sinall

e Introduction to Computer Concepts
Basic definitions, components of a computer, hardware and software
overview.[4hrs]
e Computer Components
CPU, memory, storage devices, input/output units, and peripheral
components.[6hrs]
e Operating Systems and GUI
Types of operating systems, basic commands, and file management
operations.[6hrs]
e  Word Processing Software
Creating, formatting, and editing documents using Microsoft Word.[6hrs]
e Spreadsheet Software
Data entry, formulas, charts, and functions using Microsoft Excel.[ 7hrs]
e Presentation Software
Slide design, themes, transitions, and multimedia using PowerPoint.[ Shrs]
e Internet and Web Browsers
LAN/WAN basics, web browsing, search engines, and data access.[4hrs]
e Communication Tools
Email systems, online collaboration, and cloud-based communication.
[3hrs]
e Cloud Computing and Services
Google Workspace, Office 365, and cloud storage usage.
[3hrs]
e Introduction to Python Programming
Installing Python and PyCharm, basic syntax, and simple program
execution. [6hrs]




e Python Programming Structures
Variables, conditions, loops, lists, and basic functions. [6hrs]
e Basic Cybersecurity Concepts [2hrs]

Learning and Teaching Strategies

abeil) g alail) Cilia il sind

Strategies

Lecture

Discussion

Practical Experience

Clarification and Ask Questions
reflect on what you have learned
Research and reports

Student Workload (SWL)

Structured SWL (h/sem) 63 Structured SWL (h/w)

Juadl) JBA Ul alaiial) ol ) Jaal) Lo sad calldall alaiiall sl all Jasll
Unstructured SWL (h/sem) 62 Unstructured SWL (h/w)

Joaill I8 Ul aliiall e asd yall Jaal Lo paud llall i) e a3 Jaal
Total SWL (h/sem) 125

Gl I8 llall ISl 5ol Jaal




Module Evaluation

d) Al Balal) a.us.a
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 10 | LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 1lhr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lg).LuS\ (= s GL@_'\A\
Material Covered
Introduction to Computer Concepts — Definition of computer, hardware, software, and data
Weelcd representation.
Week 2 Computer Components — CPU, memory, storage, input/output devices, and peripherals.
Operating Systems and GUI — Types of operating systems, desktop environment, and file
Week 3
management.
Week 4 Word Processing Software — Creating, formatting, and editing documents using Microsoft Word.
Week 5 Spreadsheet Software — Data entry, formulas, charts, and data analysis using Microsoft Excel.
Week 6 Presentation Software — Slide design, themes, transitions, and multimedia using PowerPoint.
Week 7 Internet and Web Browsers — LAN/WAN basics, search engines, and safe browsing.
Week 8 Communication Tools — Email systems, online collaboration, and digital communication ethics.
Week 9 Cloud Computing and Services — Google Workspace, Office 365, and cloud storage applications.
Introduction to Python Programming — Installing Python and PyCharm, understanding syntax and
Week 10
variables.
Week 11 | Python Programming Basics — Data types, input/output, and simple calculations.
Week 12 | Python Control Structures — Conditional statements and loops.
Week 13 | Python Data Structures — Lists, strings, and basic operations.
Basic Cybersecurity Concepts — Introduction to Cybersecurity, applications in daily life, and examples
Week 14
in Python.
Week 15 | Review and Final Preparation — Revision of all topics before final exam.




Delivery Plan (Weekly Lab. Syllabus)
BUEGURRCPING Y FAPEN]

Material Covered

Week 1 EXP 1: Exploring Computer Hardware and Operating Systems

Week 2 EXP 2: Troubleshooting and System Utilities

Week 3 EXP 3: Using Microsoft Word — Document Creation and Formatting

Week 4 EXP 4: Using Microsoft Excel — Data Entry, Formulas, and Charts

Week 5 EXP 5: Using Microsoft PowerPoint — Slide Design and Presentation

Week 6 EXP 6: Installing Python and Setting Up PyCharm Environment

Week 7 EXP 7: Python Basics — Variables, Data Types, and Input/Output

Week 8 EXP 8: Conditional Statements — if, else, and nested if

Week 9 EXP 9: Loops — for and while structures

Week 10 | EXP 10: Lists and Strings — Basic Operations and Manipulation

Week 11 EXP 11: Functions — Definition, Parameters, and Return Values

Week 12 | EXP 12: Simple Networking and Internet Use

Week 13 | EXP 13: File Handling in Python — Read and Write Operations

Week 14 EXP 14: Mini Project — Creating a Simple Calculator or Grade Sheet using Python and Excel

Week 15 | EXP 15: Final Practical Assessment — Review of Word, Excel, and Python Applications

Learning and Teaching Resources
w).ﬁ.“j ?L.ﬂ\ J.JL-.AA

Text Available in the Library?
Required Texts Brookshear, J : Glenn, Dennis 'Brylow, and S. Manasa. Yes
"Computer science: An overview." (2009).
Patterson, David A., and John L. Hennessy. Computer
organization and design ARM edition: the hardware
Recommended .
Text software interface. Morgan kaufmann, 2016. No
exts
Petzold, Charles. Code: The hidden language of computer
hardware and software. Microsoft Press, 2000.
Computer Science YouTube Channels: Channels like "Computerphile," Computer
Websites
Science," and "MIT Open Courseware.




Grading Scheme

Group Grade i) Marks % | Definition

A - Excellent kil 90 - 100 Outstanding Performance

B - Very Good [SENRYEN 80 -89 Above average with some errors
(Ssu(;:felsgoc)iroup C - Good s 70-79 Sound work with notable errors

D - Satisfactory b e 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 08) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail Cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.




MODULE DESCRIPTION FORM

duwy I 8oLl Caso g 73900

Module Information
:Lu.u\Jﬂ\ saldl) &_11.4)11.4

Module Title Mathematics Module Delivery
Module Type Basic Theory
T [ Lecture
odule Code KUS11001 O Lab
ECTS Credits 5 X Tutorial
O Practical
SWL (hr/sem) 125 O Seminar
Module Level first Semester of Delivery 1
Administering Department Cybersecurity College Engineering
Module Leader Saad Adnan Zabin e-mail saadadnan2025@baghdadcollege.edu.iq
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification MSc
Module Tutor e-mail
Peer Reviewer Name e-mail

Scientific Committee Approval

Date

Version Number 1.0

Relation with other Modules

6 AY) Al )l gall ae A8

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents

LalanYl Olgisally ehatll 5L g Ayl Bl LIl

1. To provide a solid foundation in the principles and methods of integral
calculus.

2. To develop students’ ability to compute indefinite and definite integrals of
various functions.

Module Aims 3. Tointroduce advanced integration techniques and demonstrate their

practical uses.

Gyl Baladl Colual 4. To enhance logical and analytical reasoning in mathematical problem solving.

5. To apply integration to real-life problems in geometry, physics, and related
fields.

6. To encourage accuracy, clarity, and systematic approaches in mathematical
computation.

7. To prepare students for further studies that require calculus-based analysis
and modeling.

1. Apply substitution and completing-the-square methods to evaluate complex
algebraic integrals.

2. Compute and interpret definite integrals to determine the area under curves and
other geometric applications.

Module Learning 3. Analyze improper integrals and determine their convergence or divergence.

Outcomes

4. Integrate algebraic, trigonometric, exponential, and logarithmic functions using
appropriate techniques.

olel) @latdl Ol y5ee

. 5. Utilize integration by parts and partial fraction decomposition to simplify and

solve advanced integrals.

6. Implement trigonometric substitution and other special methods to evaluate
complex integrals involving radicals and trigonometric expressions.

7. Apply integration techniques to solve real-world problems such as finding
volumes of revolution and physical applications in engineering and science.

1. Fundamental Integration Techniques [10 hrs]

e Introduction to integration, basic algebraic integrals,
Indicative Contents substitution methods, and completing the square.

Lol YI Obgisall
Ll Shsine) 2. Definite Integrals and Applications [8hrs]

e Evaluation of definite integrals and computation of areas
under curves.




3. Improper Integrals and Convergence Tests [6hrs]

e Integrals over infinite intervals and functions with
discontinuities.

4. Integration by Parts [8hrs]

e Concepts, examples, and advanced-level applications.
5. Integration of Special Functions [8hrs]

e Exponential, logarithmic, and algebraic functions.

6. Trigonometric Integration Techniques [8hrs]

e Simple and advanced trigonometric integrals, trigonometric
substitution methods.

7. Partial Fraction Decomposition [6hrs]

e Techniques for decomposing rational functions and
integrating their components.

8. Applications of Integration [6hrs]

e Volumes of revolution and additional problem-solving
applications using integral calculus.

Learning and Teaching Strategies

abeil) g alail) Cilia il i

Strategies

1. Lectures: Providing students with basic mathematical concepts and their
practical applications.
2. Forming discussion groups during lectures to discuss mathematics topics and
solve practical problems.
3. Giving students homework that requires self-explanations in different ways.
4. Solving problems relevant with mathematical subject.




Student Workload (SWL)
llall oyl Jeal

Structured SWL (h/sem) 63 Structured SWL (h/w) .
Unstructured SWL (h/sem) o Unstructured SWL (h/w) .

Jradll s el elaziall xe guhll Jassl

e sand calldall alsiiall pue ol jall Jasl)

Total SWL (h/sem)
Jradl] I3 IUall S gyl Jasd

125

Module Evaluation

:\._.3..»\)&\ 3alall e:x..gsﬁ
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 5-10 Lec. #2,#4,4#6,#8
Lec. #1,#2
Formative Assignments 2 20% (20) 3-12
H#3,H5,#7 #9,#11
assessment
Projects 0 0 0 /
Reports 1 10% (10) 13 All
Summative Midterm Exam 1lhr 10% (10) 7 Lec. #1-#6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
< ) = Y GL«..'\AJ\
Material Covered
Week 1 Completing the Square & Substitution Methods
Week 2 Definite Integrals & Area Under Curves
Week 3 Improper Integrals & Convergence
Week 4 Indefinite Integrals of Algebraic Functions
Week 5 Integration by Parts — Advanced Problems
Week 6 Integration by Parts — Concepts and Examples
Week 7 Integration of Advanced Trigonometric Functions




Week 8 Integration of Exponential Functions

Week 9 Integration of Logarithmic Functions

Week 10 | Integration of Simple Trigonometric Functions

Week 11 | Introduction to Integration & Basic Algebraic Integrals
Week 12 | Partial Fraction Decomposition

Week 13 | Revision and Problem-Solving

Week 14 | Trigonometric Substitution Techniques

Week 15 | Volumes of Revolution & Applications

Learning and Teaching Resources
w)ﬂ\j ?L_”d\ JJLA.A

Available in the
Text
Library?
Required Texts 1. Thomas’ calculus 11 ed. 2004 yes
Recommended Texts 1. Calculus 9" edition, Anton yes

Websites https://mediasace.utah.edu/media/t/0 2eoc2ksc
Grading Scheme

Group Grade gest:i] Marks (%) | Definition

A - Excellent el 90 - 100 Outstanding Performance

B - Very Good I de 80-89 Above average with some errors
(S:(;:t_:elsgoG)roup C - Good NVes 70-79 Sound work with notable errors

D - Satisfactory ogio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axdlandl Wi8) Csly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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